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Abstract 
The adoption of generative artificial intelligence (gen-AI) in higher education curriculum design 
is often framed as an inevitable step toward efficiency and innovation. In this paper, I employ 
critical realism to interrogate the ideological and political dimensions of gen-AI adoption, arguing 
that it represents a form of technocratic colonialism that reinforces neoliberal, socio-political, and 
surveillance-driven imperatives. By interrogating who benefits from these technologies and whose 
interests are marginalised, I problematise gen-AI’s role in shaping knowledge production, 
academic labour, and epistemic hierarchies. Through a critical education lens, I highlight how 
universities, in their embrace of gen-AI, risk entrenching structures of control, eroding 
pedagogical autonomy, promoting epistemic dependence, marginalising educator expertise, and 
privileging dominant knowledge systems while excluding alternative epistemologies. Urging a 
shift from techno-solutionism to critical engagement, I advocate for resistance to the unchecked 
integration of gen-AI in curricula, ensuring that educational transformation remains grounded in 
equity, ethics, and intellectual agency. 
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Introduction 

The rapid integration of generative artificial intelligence (gen-AI) technologies into higher 
education marks a pivotal moment in the evolution of the design, delivery, and subject matter that 
form the curriculum. As universities increasingly adopt gen-AI tools to co-design courses and 
programs (McDonald et al. 2024), the potential benefits of these technologies are being widely 
praised for their capacity to enhance efficiency, personalisation, and access (Baidoo-Anu & Owusu 
Ansah, 2023; Sok & Heng, 2023). The embrace of gen-AI in higher education has seen scrutiny 
ranging from broad rhetoric (AI Safety Summit, 2023) to foci on specific classroom practice 
(Cotton et al., 2023). Yet, published research into educational technologies has mostly focused on 
the tools and their functionalities rather than addressing the deeper, human-centric challenges that 
these technologies exacerbate (Reeves & Lin, 2020). Research has approached gen-AI from a 
technocratic perspective, emphasising its potential to solve educational problems without 
interrogating what problem they are even trying to solve, or how these technologies interface with 
broader systemic and societal issues (Hodges & Kirschner, 2024). This has produced a fragmented 
focus on observable impacts and individuals’ experiences of gen-AI (Weidlich et al., 2025) rather 
than the underlying drivers, mechanisms and structures that underpin its adoption. 

Taking a critical realism perspective, I seek to reframe the conversation from gen-AI tools 
toward a critical examination of the socio-political implications of gen-AI in education. To engage 
with the deeper structural and causal mechanisms behind gen-AI rather than the surface-level 
optimistic (enhancement, efficiency) or dystopian (plagiarism, job loss) narratives. Specifically, I 
pose two research questions: Who benefits from the adoption of gen-AI in higher education 
curriculum design, and whose interests might be marginalised? and, What are the broader social, 
ideological, and educational implications of adopting gen-AI in higher education curriculum? This 
paper takes the form of a literature review through which I engage reflexively and critically with 
scholarly and grey literature on gen-AI in higher education. This approach allowed for an 
exploration of diverse perspectives and sources, enabling flexible synthesis and critical 
engagement with underrepresented viewpoints in a rapidly evolving field. 

By addressing the research questions through the literature, I seek to foreground the ethical 
and ideological stakes involved in the adoption of gen-AI technologies. I position the rise of gen-
AI as technocratic colonialism, drawing attention to how gen-AI systems, while often presented 
as neutral or objective, are shaped by the values, ideologies, and biases of the technocrats who 
design them, and adopted using the same sociotechnical inattention and technological solutionism 
associated with other educational technologies (Johnson & Verdicchio, 2017; Selwyn, 2013). In 
this paper, I argue for why we must adopt a critical education stance to resist their adoption in 
higher education curricula. 

Higher Education Curriculum 

While the conceptualisation of curriculum can be limited to purely the sequence of planned 
teaching that occurs, in this paper, I rely on an expanded definition that includes the conscious and 
unconscious experiences that are intended, taught, assessed, and learnt (Plate, 2012). In this way, 
both the visible and hidden curriculum are the sites of critical investigation and are considered to 
be constructions of those in power (Zajda, 2024). Curriculum development, traditionally viewed 
as a rational and objective process, is influenced by cultural, political, and economic factors that 
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have shaped what is taught and how knowledge is structured and disseminated (Pinar et al., 1995). 
As such, curriculum is not merely an assemblage of knowledge or skills, but rather a sociopolitical 
artifact, shaped by specific historical, cultural, ideological, and epistemological forces (Freire, 
2005). The question of whose knowledge is deemed legitimate and how it is taught in the 
curriculum is therefore not a neutral or benign one; it is a question of power, control, and the 
maintenance of hegemonic structures.  

Within this politicised environment, the rise of neoliberalism has reshaped the landscape 
of higher education, influencing everything from institutional policies to curriculum design 
(Giroux, 2014; Olssen & Peters, 2005). As neoliberal principles—emphasising market-driven 
approaches, competition, and profit maximisation—have increasingly permeated educational 
institutions, universities have shifted from being public goods serving societal needs to businesses 
driven by the logics of the market (Brown, 2015). This transformation has led to the 
commodification of knowledge, where curriculum is treated as a product to be packaged, 
marketed, and sold, rather than as a process of critical inquiry and personal development (Giroux, 
2014).  

All the while, colonialist curricula devalue or render invisible Indigenous Knowledges 
(Kerwin & Van Issum, 2012). The legacy of colonial education continues to shape post-colonial 
systems, where curricula often remain deeply focused on “dominant discourses that continue to 
subjugate and subordinate” (Shay & Wickes, 2017, p. 1). Efforts to decolonise and reform the 
educational systems to better recentre Indigenous epistemology, ontology, and axiology 
(Akoleowo, 2021) have often been constrained by the enduring influence of colonial ideologies 
and the global dominance of Western models of education (Tikly, 2004). In the Australian context, 
Aboriginal and Torres Strait Islander knowledges are often overlooked as rigorous intellectual 
traditions or positioned as supplementary or tokenistic inclusions rather than structurally 
embedded within courses (McInnes & Airey, 2025). In STEM, for example, post-colonial 
dynamics can position Western logics and models as neutral and universal, while Indigenous 
approaches to pattern recognition, classification, modelling, and relational or oral learning receive 
comparatively little recognition. As such, curricula have remained a contested space where the 
legacies of colonialism force the questions of “what we have learnt and what our families have 
learnt and whose knowledge we were learning” (Kerwin & Van Issum, 2012). Decolonising 
education requires a shift away from Eurocentric models of knowledge and toward approaches 
that centre Indigenous worldviews, methodologies, and pedagogies (Simpson, 2014; Smith, 2012).  

In practice, however, institutional commitments to decolonial curriculum reform are often 
siloed from other areas of innovation. In the Australian higher education context, for instance, 
publicly available frameworks on generative AI—such as the University of New South Wales’ 
Generative AI Teaching Guidelines and AI Capability Framework (2025)—focus on technical 
competencies, ethical use, and academic integrity, with no explicit reference to decolonial 
principles, Aboriginal and Torres Strait Islander Knowledges, or epistemic justice. This absence 
reflects a broader institutional pattern in which curriculum innovation is treated as a depoliticised 
process, sidelining critical conversations about equity, power, the plurality of epistemologies, and 
how curriculum transformation intersects with colonial legacies.  
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The Gen-AI partnered Curriculum  

Artificial Intelligence (AI) in education initially focused on automating administrative 
tasks, creating “smart content,” and developing intelligent tutoring systems, adaptive learning 
platforms, and gamified experiences (Crawford et al., 2023; Tahiru, 2021; Zhai et al., 2021). 
However, until recently, AI’s impact on education remained relatively limited (Tahiru, 2021). This 
changed dramatically with the public massification of generative AI (gen-AI) tools like ChatGPT 
and DALL-E 2 in late 2022. These systems, powered by large language models and extensive 
datasets, can now generate interactive outputs such as text, images, and videos, providing the ease 
of access and usability required for integration into curriculum (Crawford et al., 2023; Wu et al., 
2023). The widespread availability and adoption of gen-AI technologies have prompted educators 
and institutions to explore how these tools can be leveraged to enhance learning and curriculum 
development (Amri & Hisan, 2023; Baidoo-Anu & Owusu Ansah, 2023; Khademi, 2023). In this 
paper, I focus on post-2022 gen-AI tools, defined as generative pre-trained transformers that 
employ machine learning algorithms and extensive datasets to create “original” artifacts in 
response to user prompts (Crawford et al., 2023)—tools such as ChatGPT, Google Bard, and 
DALL-E which are increasingly being leveraged by educators and institutions to streamline 
curriculum (Nagy et al., 2023).  

Educators can utilise gen-AI to more efficiently make, in part or wholly, a wide variety of 
artefacts such as curriculum planning documents, learning materials, formative activities, and 
assessments (Su & Yang, 2023), or use it to innovate and enhance their practice by creating 
learning experiences difficult to achieve without specialist training (Nagy et al., 2023). This 
overall reduction in time spent on curriculum design and administrative tasks supposedly allows 
educators to prioritise more meaningful pedagogical activities (Su & Yang, 2023), for example, 
the customisation of course materials to meet a range of challenges present in higher education 
teaching: the diverse needs of the cohort, multimodal curriculum, greater differentiation and 
scaffolding of learning activities for students with diverse learning needs.  

Consequently, the use of gen-AI in curriculum-related practices has the potential to 
increase educator productivity, enhance the educational experience for students, and improve 
equity and access to education (Halaweh, 2023). Due to these factors, the use of gen-AI for these 
tasks is becoming increasingly prevalent. In Australia, 70.8% of university staff have used gen-AI 
for work, with teaching staff reporting they used gen-AI in a variety of ways in curriculum, 
pedagogy, and assessment (McDonald et al. 2024). For these staff, 72.3% self-reported increased 
productivity by using gen-AI, yet only 10% of staff raised ethical concerns about the use of gen-
AI. Institutional support for gen-AI practices often takes the form of broad implementation guides 
(University of Michigan, 2025; Vrije Universiteit Amsterdam, 2025) or platform-level 
subscriptions (The University of Sydney, 2023), reflecting a system-level shift that highlights how 
policy and practice act as institutional enablers to prioritise ease and efficiency. In such contexts, 
acknowledgement of ethical risks is frequently contained at the level of principle rather than 
action, reducing critique to a form of critical washing that legitimises rather than interrupts harmful 
trajectories (Suarez et al., 2025). 

The accelerated integration of Gen-AI technologies into curriculum design is not without 
its challenges, either unintended or posed by its misuse (Nagy et al., 2023). The validity and 
reliability of AI-generated outputs (Grove, 2023b), the ethical considerations that underpin their 
application (Grove, 2023a), and the privacy of personal data captured within their systems (Kirova 
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et al., 2023) are key concerns that could negatively impact the quality of education (Sok & Heng, 
2023). As such, maintaining a balance between technological progress and safeguarding privacy, 
fairness, transparency, and accountability is crucial (Kirova et al., 2023), particularly in education, 
where misuse could perpetuate or intensify societal biases. To attempt to mitigate many of these 
potential risks, governments and organisations are creating frameworks, guardrails, and 
recommendations, with various levels of obligation and legal status, to control the use of gen-AI 
(Australian Government Department of Industry, Science and Resources, 2024; European 
Commission, 2024; UNESCO, n.d.). So, while Gen-AI offers transformative possibilities for 
curriculum content generation in higher education, its integration must be carefully managed. 
Educators must navigate both the advantages of personalised, efficient learning and the challenges 
of misinformation, bias, and academic misconduct.  

A Critical Approach to Educational Technology Adoption 

Despite gen-AI's novelty and the potential benefits outlined, fundamental challenges and 
flaws should be recognised. Gen-AI implementation rests on the back of educational technology 
research that has a chequered history of addressing local and global problems for students and 
practitioners. Scholarship often presents “inconsequential” findings about products and tools, 
promoting them instead of critically studying them (Reeves & Lin, 2020). It has already been 
observed that this techno-solutionism (Morozov, 2013) and sociotechnical inattention (Johnson & 
Verdicchio, 2017) have leached into the gen-AI space (Hodges & Kirschner, 2024). Across many 
institutions, official responses to gen-AI have taken the form of tool-agnostic ethical guidelines or 
generalised teaching and learning principles for AI use (for example, Group of Eight Australia, 
2023). While framed as safeguards, these frameworks often lack enforcement mechanisms or a 
critical pedagogical perspective, and risk functioning as legitimising discourses that facilitate the 
unchecked expansion of gen-AI under the guise of responsible use. 

In the face of this gen-AI techno-solutionism, a critical approach to educational technology 
adoptions (Selwyn, 2013) offers the opportunity to take a more nuanced and sceptical examination. 
This critical perspective challenges educators and policymakers to look beyond the surface-level 
promises of technologies and consider the broader values, ideologies, and power structures that 
shape their development and implementation.  

Method 

I adopt a critical realist (Bhaskar & Hartwig, 2016) approach to examine the underlying 
mechanisms shaping gen-AI in higher education curricula. Critical realism provides the 
overarching structure for this analysis, within which I integrate critical pedagogy (Freire, 2005) 
and educational technology critiques (Selwyn, 2013) as lenses to interrogate how power, agency, 
and education intersect in shaping how gen-AI is positioned in learning environments. Through 
this analysis, I interrogate the structures shaping gen-AI adoption, foregrounding ethical, 
ideological, and epistemological stakes. The study addresses two questions: Who benefits from 
gen-AI in curriculum design, and whose interests are marginalised? And, What are the broader 
social, ideological, and educational implications of its adoption?  

Critical realism (Bhaskar & Hartwig, 2016) provides a layered ontological framework for 
analysing gen-AI in education by distinguishing between the empirical (observable experiences), 
the actual (events and their consequences), and the real (causal mechanisms). Most published 
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research on gen-AI has been at the empirical level, with limited investigation at the actual level—
the intended and unintended effects of gen-AI adoption—or at the real level—the ideologies, 
logics, and structures gen-AI reinforces. Applying critical realism enables an examination of gen-
AI as a technological artifact embedded within social, economic, and political structures. By 
moving beyond surface-level observations, a critical realist analysis reveals how gen-AI is not 
merely a tool but an artefact through which broader structural transformations in education are 
enacted. 

A traditional literature review approach was deemed most appropriate as the research 
questions are broad in scope, complex, and interdisciplinary (Snyder, 2019). This style of literature 
review allowed for an exploration of a wide range of sources and perspectives, synthesising 
literature from a diverse range of fields and sources more flexibly than a systematic review would 
have, particularly useful given the necessity to react with an emerging and rapidly evolving field. 
The traditional literature review also aligns well with a critical education perspective, allowing for 
a more reflexive and critical engagement with the literature, evaluating power dynamics and 
underrepresented perspectives separate from the data-driven systematic approach, instead 
focusing more on narrative connections.  

The search strategy aimed to identify scholarly and grey literature. The search initially 
focused on the ERIC, Web of Science, Scopus, Google and Google Scholar databases for published 
scholarly articles, then branched out into Google to search for grey literature. Search criteria focus 
on articles published since November 2022 (the release of massified gen-AI tools) and centred 
around search terms that included “course”, “program”, “curriculum”, “design”, “development”, 
“university”, “higher education”, “generative artificial intelligence”. During the search process, 
where literature referred to further relevant sources, they were located and reviewed for inclusion. 
As has been identified, search engine algorithms can lead to forms of selection bias (Ćurković & 
Košec, 2020), which may have introduced bias into elements of the search results.  

It was expected that the search strategy would produce a diversity of critical perspectives 
on gen-AI; as such, it was determined a priori that a narrative synthesis approach would be best 
to allow for the flexible integration of diverse sources (Centre for Reviews and Dissemination, 
2009). As the literature review progressed, sources were analysed in detail, with attention paid to 
the arguments, evidence, and perspectives presented. Notes and reflections were then recorded to 
identify recurring concepts, concerns, and critiques across the body of work. Through reviewing 
these notes from a critical lens, informed by the works of Freire (2005) and Selwyn (2013), 
overarching concerns about the consequences of gen-AI adoption were identified and aligned with 
the actual and real dimensions of Critical Realism. This critical lens helped expose deeper systemic 
connections between the literature. The themes continued to be developed as the narrative review 
was written, synthesising multiple perspectives into central concerns that reflected common 
threads within the discourse.  

Positionality 

Following a critical educational approach, I reflect on my positionality as an act of 
transparency, foregrounding the values, assumptions, and lived experiences that shape my critique 
of gen-AI (Collins, 2002). My positionality informs the questions I ask, the methodologies I use, 
and the interpretations I make. Acknowledging it is crucial for understanding how knowledge is 
constructed and how power operates in research, curriculum, and educational technologies 
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(Haraway, 1988). By situating myself within this study, I aim to make explicit how my 
perspectives shape my understanding of gen-AI and to create space for a more nuanced dialogue 
on its role in curriculum design—one that amplifies voices often marginalised in discussions of 
educational technology. 

Writing this paper on the unceded lands of Kaurna Yerta (Kaurna Country), as a cis-hetero 
white male educator with a hidden disability, I recognise my privileges—the Invisible Knapsack 
(McIntosh, 2019)—which have afforded me access to opportunities not equally available to all. 
These privileges shape my perspectives and limit my ability to fully understand the experiences 
of marginalised communities. I see it as a moral obligation to use my position to challenge 
inequitable power structures rather than leaving that burden to those most affected. In this research, 
I remain critically aware of how my identities shape my engagement with gen-AI and strive to 
question how these technologies may perpetuate existing inequities. 

The Consequences of Gen-AI Adoption 

The integration of gen-AI in higher education curriculum represents a transformative 
moment that is laden with complexities. Through problematising the events surrounding the 
adoption of gen-AI, it becomes easier to view who benefits from the adoption of gen-AI in higher 
education curriculum design, whose interests might be marginalised, and the broader social and 
educational implications of adopting gen-AI in higher education curricula. In this way, the tensions 
articulated in this section about the use of gen-AI in education exemplify wider systemic issues, 
and accordingly, should not be seen in isolation but as indicative of larger structural questions that 
will be taken up in the later stages of this paper. 

The section is structured to move from immediate technical concerns in gen‑AI (e.g., 
algorithmic bias, surveillance of data, the human-in-the-loop paradox), through their institutional 
and pedagogical manifestations (e.g., digital colonialism, Western dominance in gen‑AI, the 
digital divide), to systemic consequences (e.g., modern-day slavery, sustainability), and finally to 
the ideological and structural forces that shape and normalise these technologies in higher 
education (e.g., underpinning ideologies, the black box monopoly). 

The Surveillance of Data 

At the foundation of gen-AI adoption dynamics lies the pervasive surveillance of data, 
which underpins both pedagogy and institutional control. The gen-AI tools increasingly embedded 
in higher education rely on training data obtained through extensive surveillance, often without 
consent. These models are built on vast datasets scraped from the internet, raising ethical concerns 
around privacy, intellectual property, and bias (Lees, 2024). While gen-AI developers justify these 
practices under the guise of “fair use,” legal challenges, such as Stability AI’s copyright disputes 
(Lees, 2024) and OpenAI’s lawsuits over mass data harvesting (Cerullo, 2023), highlight the 
exploitative nature of data extraction. Higher education’s adoption of gen-AI for curriculum design 
risks endorsing these surveillance-driven data practices. Universities, historically committed to 
academic integrity, now integrate tools that commodify knowledge and repurpose intellectual 
labour without compensation. This shift aligns with the logic of surveillance capitalism (Zuboff, 
2019), where student and educator data become an asset for private corporations. The integration 
of gen-AI into educational settings normalises the ongoing extraction of behavioural data, 



           S u r v e i l l a n c e ,  Ty r a n n y,  a n d  Te c h n o c r a t i c  C o l o n i a l i s m  

 

63 

reinforcing existing power imbalances and prioritising corporate profit over ethical governance 
(West, 2019). 

Additionally, gen-AI companies profit from user data by embedding surveillance into 
everyday platforms. The commodification of user interactions transforms individuals into 
perpetual sources of capital (Stockman & Nottingham, 2022). In broader education, edtech firms 
collect extensive data under the guise of learning optimisation and safety (Gilliard & Selwyn, 
2022)—with other firms such as Turnitin having significantly profited from their ongoing capture 
of user data to refine their proprietary models (Bjork, 2024), enabling corporations to continue to 
extract and monetise educational insights with minimal transparency (Chu, 2021). Embedding 
gen-AI tools into curricula normalises surveillance and also entrenches corporate control over 
knowledge production and academic labour. 

Algorithmic Bias 

Surveillance feeds directly into algorithmic bias, shaping what knowledge is amplified, 
who is seen, and whose learning is disadvantaged. Gen-AI tools are built on online big data that 
is expansive and problematic, derived from sources that reflect the historical dominance of 
Western, Anglicised, and male perspectives (Bender, et al. 2021; Corple & Linabary, 2020), with 
these biases becoming embedded in the data these systems rely on (Couldry & Mejias 2018). The 
outputs of these systems reflect and reinforce these historical power imbalances. AI corporations, 
lacking diversity in leadership and development teams, often fail to effectively or holistically 
recognise or mitigate these biases (Pal et al., 2024). Studies have found that gen-AI models not 
only reproduce existing stereotypes but also intensify them explicitly and subtly (Zhou et al., 
2024). Because these systems operate within proprietary black boxes, their biases are difficult to 
audit and rectify, allowing them to persist unchecked.  

Gen-AI models are only as good as the data they are trained on, and given that the 
foundational data is scraped from the internet, this can lead to the spread of mis, disinformation, 
inaccuracies, and false narratives, both intentional and unintentional (Wach et al., 2023). In this 
way, algorithmic bias does more than reflect the world’s inequities; it actively reshapes knowledge, 
perception, and decision-making. In higher education, these biases are not just abstract flaws; 
rather, they fundamentally shape whose knowledge is recognised, whose voices are amplified, and 
whose learning is systematically devalued (McInnes & Airey, 2025), making universities a proving 
ground for inequities that echo far beyond the classroom. 

The "Human-in-the-Loop" Paradox 

The biases and automation embedded within gen-AI systems constrain the scope of 
decision-making and agency for human actors. Gen-AI manipulates the users who interact with it 
(Wach et al.,  2023)—the AI controls the human as the human attempts to use the AI (Moylan et 
al., 2025). While the human-in-the-loop paradigm is championed for its ability to increase 
perceived trust and maintain human oversight in AI decision-making (Krügel et al., 2022), 
evidence suggests that this trust may be misplaced. Studies indicate that humans are prone to 
overtrusting AI systems, even in scenarios where the AI demonstrates inconsistency or 
unreliability (Krügel et al., 2022), with inaccuracies and failures with gen-AI a common 
occurrence (Borji, 2023). Instead of correcting AI outputs, the human may inadvertently reinforce 
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its biases, transforming into what Krügel et al. (2022) describe as “zombies in the loop”. This is 
particularly worrisome as humans underestimate how much they are influenced by these machine 
systems (Krügel et al., 2023), with ChatGPT’s advice having an equatable impact to expert advice 
in some scenarios (Ikeda, 2024). For learners, this is especially concerning, as they engage with 
these systems while still developing knowledge and critical skills; they are more vulnerable to 
overtrusting AI outputs, which can shape their understanding and performance in ways they may 
not realise. 

It has also been observed that gen-AI users experience anticipatory obedience, where they 
are more likely to conform to AI outputs due to misplaced trust (Elliot, 2024). The sociotechnical 
structure of Gen-AI systems manipulates users’ options and actions in ways that are often 
imperceptible (Stahl, 2021) and without their realisation (Wach et al., 2023). This shared agency 
transforms human-AI interactions, making it increasingly difficult to discern where human 
influence ends and AI influence begins (Moylan et al., 2025), which is particularly critical for 
educator agency when using gen-AI to develop curriculum.  

Replacing the Human Altogether 

In some contexts, rather than being in the loop, humans are displaced entirely. The 
proliferation of gen-AI in education and various industries has led to the displacement of roles 
traditionally held by humans, with significant implications for the value and purpose of work. This 
phenomenon contributes to the commodification of education, reducing it to a series of 
transactional efficiencies while detracting from its inherently relational and transformative 
character (Mitra et al., 2024). A particularly concerning outcome of AI’s emphasis on efficiency is 
its potential to exacerbate existing inequities. Research highlights how AI disproportionately 
impacts underrepresented groups, who are often overexposed to job displacement while lacking 
the resources to adapt (Gmyrek et al., 2024). The uneven benefits of gen-AI-driven productivity 
gains further perpetuate structural inequalities, aligning technological advancements with the 
interests of privileged demographics while marginalising vulnerable populations (Mannuru et al., 
2023). In higher education, the precarity of the workforce (Watermayer et al., 2023) and the 
automation of tasks like feedback and assessment (Roe et al., 2024) threaten the relational and 
pedagogical heart of teaching, positioning universities as a testing ground where the replacement 
of human roles is being normalised and its wider consequences anticipated. 

Western Dominance in Gen-AI  

The immediate technical concerns associated with gen-AI cascade into institutional and 
pedagogical practices, shaping how universities structure labour, access, and learning 
environments. Corporations often extract data from global contributors without equitable 
compensation. For instance, communities in the global south receive little to no benefit in return 
for the use of their data to train AI models (Mitra et al., 2024). This dynamic perpetuates a form 
of digital colonialism, where the labour and resources of marginalised groups fuel technological 
advancements that primarily benefit the Global North (Ragnedda, 2020). The ethical implications 
of the gen-AI divide are profound. Biases embedded in training datasets often reflect the 
perspectives of dominant cultures, marginalising less dominant voices and perpetuating systemic 
inequalities (Newstead et al., 2023).  
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As corporations increasingly control these datasets, their decisions about which data to 
include or exclude further shape the narrative of technological development, often to the detriment 
of underrepresented groups (Hendaway, 2023). More recently, with the development of non-
Western models such as Deep Seek, we have seen a moral outrage by Western governments and 
corporations whereby access is banned (Gerken, 2025) and concerns around the data sources used 
to create the tool that appear not to apply to models such as ChatGPT and Co-Pilot (Ray, 2025). 
For universities, reliance on Western-owned platforms not only entrenches asymmetries of power 
but also narrows the scope of pedagogical innovation, as curricula, research agendas, and 
institutional strategies are increasingly mediated through infrastructures designed to serve Global 
North priorities. 

Digital Colonialism 

The dominance of Western actors extends beyond markets, shaping patterns of access, 
knowledge production, and technological dependency in the Global South. Gen-AI reinforces 
digital colonialism by embedding Western-centric hegemonic and colonial epistemologies into its 
models, presenting them as the norm while marginalising other perspectives (McInnes & Airey, 
2025; Williams & Shipley, 2020). Data colonialism further exacerbates this issue, extracting 
knowledge from marginalised communities without recognition or compensation, echoing 
historical patterns of exploitation (Munn, 2024). For Indigenous communities, this threatens data 
sovereignty—the right to govern their own data—while AI-generated content appropriates cultural 
heritage without consent (Kukutai & Taylor, 2016; Worell, 2024).  

The absence of meaningful governance structures over gen-AI data use raises concerns 
about concentrated power, with emerging dynamics akin to techno-feudalism (Roberts & 
Montoya, 2023), where control over data and knowledge systems is held by a small number of 
actors. In education, gen-AI-driven curriculum design risks homogenisation, erasing local and 
Indigenous knowledge in favour of standardised, Western-centric monoculture (McInnes & Airey, 
2025; McQuillan, 2019). Without structural change to prioritise Indigenous data sovereignty and 
ethical AI governance, these technologies will continue to deepen existing inequalities rather than 
address them (Tacheva & Ramasubramanian, 2023). For institutions committed to epistemic 
pluralism, these dynamics are not abstract: universities must navigate a landscape where gen-AI 
tools reflect and reinforce Western-centric perspectives, shaping curricula, privileging certain 
knowledge, and constraining the diversity of voices and epistemologies to which students are 
exposed. 

The Privilege of a “Clean” Internet 

Asymmetries in global power dynamics associated with gen-AI are compounded by access 
to a reliable and uncensored internet, yet gen-AI has fundamentally altered the informational fabric 
of the web. Early foundation models benefited from a “clean” internet—a vast and relatively 
pristine repository of human-generated content that facilitated the training of high-quality, nuanced 
AI systems—a first-mover advantage that continues to privilege organisations that trained their 
systems during this time (Shumailov et al., 2024). Gen-AI contributes to the pollution of the 
internet by producing vast quantities of low-quality or synthetic slop that is indistinguishable from 
human-created materials (Rao, 2024). As the internet becomes increasingly populated by machine-
generated content, it is forever contaminated (Haven, 2022), and newer models face the recursive 
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problem of training on synthetic and derivative data, a phenomenon described as model collapse 
(Wenger, 2023). Models that have undergone collapse prioritise commonality, omitting and 
ignoring marginalised perspectives (Wenger, 2023). This iterative self-pollution poisons the 
internet and risks amplifying biases and degrading the quality of AI outputs over time (Heikkilä, 
2022).  

The Internet Archive is the most comprehensive repository of pre-gen-AI web data. Its 
Wayback Machine preserves snapshots of websites from before the proliferation of AI-generated 
content, offering a vital resource for researchers and developers aiming to access human-authored 
materials. However, this centralisation of historical data raises critical questions about control and 
governance. The Internet Archive, the largest repository of pre-gen-AI web data, preserves human-
authored content through its Wayback Machine. While a nonprofit, it faces financial, legal, and 
ideological pressures, with copyright disputes limiting its scope (Hall, 2024). Access to its data 
influences AI development, raising concerns over control—if tech companies gain privileged 
access, they could strengthen their dominance. The Archive’s curation reflects biases, potentially 
excluding minority voices and ephemeral communities (Hall, 2024). As AI-generated content 
proliferates, distinguishing human-authored material becomes harder, challenging its role as a 
reliable historical record. In higher education, the privileging of early clean datasets and the 
ongoing proliferation of AI-generated content shape what students can learn, which sources faculty 
can trust, and how research is conducted, making universities a frontline site where the 
consequences of a contaminated and curated internet are felt most acutely. 

The Digital Divide 

These infrastructural inequalities extend into a digital divide, determining who can 
meaningfully participate in AI-mediated education. Increasingly framed as the gen-AI divide, this 
reflects the uneven distribution of the benefits, knowledge, and control of advanced gen-AI 
systems, further stratifying global and socioeconomic disparities (Jiang & Shao, 2024). Unlike 
previous technologies, which had long adoption times, gen-AI’s comparatively quick rise risks an 
amplification of inequity by disproportionately benefiting those who already have access to AI 
tools and resources, leaving marginalised groups further behind.  Access to gen-AI is inextricably 
linked to broader infrastructural inequities. The cost of premium tools, such as subscription models 
like OpenAI’s ChatGPT Plus, disproportionately favours economically advantaged users, 
reinforcing structural inequities (Ozmen Garibay et al., 2023), and when free systems are more 
likely to have encoded bias, this is an additional reinforcement of hegemonic biases (Newstead et 
al., 2023). Even in regions where internet access is available, the quality often remains insufficient 
to support the high bandwidth demands of gen-AI tools, creating barriers to effective engagement 
(Mannuru et al., 2023). In higher education, these disparities mean that students’ ability to engage 
with gen-AI-mediated learning, complete assignments, and access cutting-edge tools is unevenly 
distributed, while faculty are constrained in how they can integrate these technologies equitably, 
making universities a microcosm where the digital divide is reproduced and intensified. 

Modern-day Slavery 

The institutional arrangements and policies that govern gen-AI use produce tangible 
systemic consequences. The development and refinement of gen-AI systems have revealed 
troubling ethical concerns related to exploitative labour practices. Investigations have exposed the 
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stark reality behind the polished façade of AI innovation, revealing a system that bears 
uncomfortable similarities to modern-day slavery (Haskins, 2024). These low-paid workers, 
tasked with labelling and filtering harmful content, were exposed to deeply disturbing material, 
including graphic descriptions of sexual violence, with minimal psychological support (Perrigo, 
2023)—with workers monitored through surveillance software and pressured to make rapid 
decisions on violent content (Williams, et al., 2022), often at the cost of their mental health 
(Haskins, 2024). Some companies are accused of using child labour (Metz, 2023) and systemic 
underpayment and delaying or cancelling payments to workers (Haskins, 2024; Pogrebna, 2024). 
The conditions of the spaces in which these workers are employed are also under scrutiny, with 
conditions that pose serious health risks (Pogrebna, 2024). This exploits their economic 
vulnerability and imposes significant psychological harm, often leaving workers with lasting 
trauma (Haskins, 2024; Williams et al., 2022). In higher education, the reliance on these gen-AI 
systems means that students and faculty engage daily with tools built on exploitative labour, 
making universities a site where the ethical and human costs of gen-AI production are embedded 
into everyday teaching, learning, and assessment practices, despite many universities having 
policies to “wherever possible, reduce, the risks of modern slavery in all its activities” (University 
of Adelaide, 2023). 

Sustainability 

Alongside labour exploitation, the material and environmental demands of gen‑AI reveal 
the ecological costs of these systems. The environmental ramifications of gen-AI are profoundly 
concerning, particularly when considering their disproportionate impact on the marginalised and 
Indigenous communities most vulnerable to climate-related issues (Worrell, 2024). While affluent 
regions reap the economic and technological benefits of Gen-AI, the environmental and societal 
costs—water shortages, e-waste accumulation, and climate displacement—fall heavily on 
vulnerable populations, accentuating existing inequalities (Wright et al., 2025). Training and 
operating large AI models, such as GPT-3, necessitate substantial computational and energy 
resources, which in turn incur significant water and carbon footprints. For instance, the training of 
GPT-3 alone required approximately 700,000 litres of water (Li et al., 2023) and used an estimated 
1287 MWh (Patterson et al., 2021) or 552 metric tons of CO2 (Tomlinson et al., 2023). Within 
higher education, the energy and resource demands of gen‑AI are embedded in the very 
infrastructure of teaching, research, and administration, making universities not only sites of 
technological innovation but also frontline participants in the environmental costs and inequalities 
these systems produce 

Ideological Underpinnings 

Beyond the systemic consequences of the deployment of gen-AI are broader ideological 
and structural forces that normalise these practices and envision particular futures for education. 
The ideological foundations of gen-AI technologies run deep; the development and promotion of 
these technologies are entangled with broader currents of techno-futurist thought, particularly the 
TESCREAL bundle—transhumanism, Extropianism, singularitarianism, cosmism, rationalism, 
Effective Altruism, and longtermism (Gebru & Torres, 2024). Although TESCREAL is more 
explicitly oriented toward artificial general intelligence (AGI), its narratives seep into the cultural 
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and institutional framings of gen-AI, shaping how universities imagine, justify, and adopt these 
tools. 

TESCREAL narratives frame gen-AI as inevitable, beneficial, and morally imperative, 
promoting visions of optimisation, perpetual progress, and selective improvement that can carry 
eugenicist and exclusionary undertones (Gebru & Torres, 2024). In educational contexts, this 
framing is particularly concerning as it positions certain forms of knowledge, ability, and 
achievement as inherently superior and presents technological adoption as a moral duty rather than 
a choice. By circulating through discourse on innovation, efficiency, and progress, TESCREAL 
provides a subversive mechanism through which universities interpret, justify, and normalise gen-
AI, embedding both elite techno-utopian imaginations and ethically fraught assumptions, often 
without educators or institutions fully recognising the ideological commitments shaping the 
technology they adopt. 

At the same time, elements of TESCREAL discourse have been taken up within 
authoritarian and reactionary projects. This techno-fascist convergence is embedded in the very 
technical infrastructures advancing exclusionary, anti-democratic agendas (Folco, 2025; 
Golumbia, 2024). Musk’s promotion of “anti-woke” AI, for instance, demonstrates how narratives 
of technological liberation mask an ideological project aligned with far-right politics (Folco, 
2025). The rapid release of increasingly powerful gen-AI models, often without adequate 
safeguards or regulation, exemplifies this ethos (Mitchell, 2025).  

Taken together, the ideological underpinnings of gen-AI matter because they normalise a 
vision of education subordinated to speculative futures and elite techno-utopian fantasies, while 
obscuring the immediate pedagogical, ethical, and social harms of gen-AI. Through their focus on 
technological innovation and inattention to underlying ideological frameworks, universities have 
adopted gen-AI technologies shaped by TESCREAL logics, unintentionally aligning with 
eugenicist or authoritarian projects (Gebru & Torres, 2024; Golumbia, 2024). 

The “Black Box” Monopoly  

The underpinning ideological currents behind gen-AI converge in the concentration of 
power over knowledge and decision-making in the black box monopoly. Gen-AI systems and 
foundation models have become a core infrastructure for the modern economy, with their 
development and deployment increasingly controlled by a small number of dominant technology 
companies (Lynn et al., 2023). This concentration of power in a few corporate entities has created 
significant barriers, fostering a "black box" monopoly that limits competition, transparency, and 
accountability (Lynn et al., 2023). The foundation model market is highly capital-intensive, with 
training cutting-edge models requiring immense computational resources, proprietary datasets, 
and access to specialised talent (Korinek & Vipra, 2023). Such steep barriers to entry inherently 
favour large firms like Google, Microsoft, and Amazon, which collectively control over two-thirds 
of the market (Lynn et al., 2023). This dominance gives these corporations a dual advantage: 
access to private data caches and economies of scale, allowing them to outcompete smaller firms 
or new entrants in the field.  

In such a landscape, even AI startups become dependent on Big Tech infrastructure, 
reinforcing the monopolistic cycle (Kak et al., 2023). Many websites, such as major news outlets, 
have blocked AI web crawlers or demanded licensing agreements for their data. OpenAI, for 
example, has signed exclusive deals that grant access to proprietary datasets that are inaccessible 
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to smaller competitors (Martin, 2024). The unequal access to data entrenches the advantages of 
dominant firms, as they alone can afford the costs of licensing or the infrastructure to scrape and 
label data. This situation limits competition and risks worsening global inequality, as access to 
cutting-edge AI is concentrated in regions where these firms operate (Korinek & Vipra, 2023).  

Testing different models with politically sensitive prompts highlights how technocratic 
gatekeeping subtly shapes the flow of information, reflecting underlying technocrats' political 
biases while masking them behind seemingly neutral design choices. In doing so, it subtly dictates 
who gets to speak and who remains unheard, embedding TESCREAL ideologies into the 
architecture of information systems while presenting them as neutral and objective (Olinga, 2025). 
In higher education, this black box monopoly constrains which AI tools and datasets universities 
can access, shaping curricula, research agendas, and student learning, and positioning institutions 
as sites where the consequences of concentrated corporate power and opaque decision-making are 
felt most directly. 

The Underlying Structural Mechanisms Shaping Gen-AI in Higher 
Education 

These events and their consequences highlight the deeper structures driving gen-AI 
adoption in higher education. From a critical realist perspective, this is not merely a technological 
shift but a transformation shaped by entrenched systems of power. I unpack these mechanisms by 
examining how the neoliberal apparatus shapes the adoption of gen-AI, exploring how it reinforces 
ideologies, epistemologies, hegemonies, hierarchies, restructures academic labour, and embeds 
efficiency-driven compliance within education. 

The adoption of gen-AI tools in higher education reflects deeper systemic issues within 
academia. Underpinned by the logic of neoliberalism, universities have embraced these 
technologies as a response to growing pressures of productivity, workload, and competition 
(Giroux, 2002; Shore & Wright, 1999; Watermayer et al., 2023). At the structural level, the 
integration of gen-AI aligns with the broader project of academic de-skilling and labour 
rationalisation. By automating core aspects of teaching and curriculum development, universities 
reduce the intellectual autonomy of educators, repositioning them as facilitators of AI-generated 
content rather than as active designers of learning experiences. Framing gen-AI as a tool to support 
educators often obscures the reality that its adoption can erode pedagogical agency and impose 
standardised, efficiency-driven approaches to teaching and learning.  Within this context, gen-AI 
is positioned not as a pedagogical choice but as a strategic response, further aligning curriculum 
design with managerial imperatives. In doing so, we risk rationalising and normalising practices 
that perpetuate harm, with critical reflection reduced to a performative gesture that enables the 
very dynamics it purports to resist (Suarez et al., 2025). 

Beyond labour concerns, gen-AI operates as a governing mechanism that disciplines and 
conditions university behaviour. The push for adoption is driven not merely by technological 
potential but by the broader economic imperatives of neoliberal higher education and by the 
seepage of TESCREAL logics into institutional discourse. Universities, under pressure to 
maximise outputs such as employability, have turned to gen-AI as a means of increasing efficiency, 
echoing extropian and rationalist commitments to optimisation and perpetual improvement. The 
transhumanist and singularitarian insistence on inevitability further underwrites the sense that 
adoption is not optional but mandatory, naturalising risk and narrowing the scope for critical 
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refusal. Gen-AI tools promise seamless curriculum alignment, rapid assessment generation, and 
scalable student support, but in doing so, they reinforce an ideological model in which education 
is reduced to a transaction—an optimised system of knowledge transfer rather than an 
intellectually generative process. As such, gen-AI becomes an institutional mechanism embedded 
within higher education that allows and enables it to shape knowledge production and 
dissemination. In effect, this grants gen-AI a causal power over learning to deem what is valid or 
valuable, reinforcing particular epistemic norms and values while binding universities more tightly 
to speculative TESCREAL futures that are detached from the lived realities of teaching and 
learning and willingly ignore immediate harms. 

This neoliberal drive intersects with colonial logics, as gen-AI reproduces and extends 
Western epistemologies at the expense of local, Indigenous, and alternative knowledge systems. 
This pattern reflects what has been described earlier as technocratic colonialism—a framing where 
educational transformation is imagined as a technical challenge, detached from the historical and 
political structures it both emerges from and reinforces. This reduction of knowledge to a series of 
extractable and reconfigurable data points, disconnected from the lived realities and situated 
contexts in which knowledge is created and contested, systematically oppresses certain ways of 
knowing. While it may not erase them metaphysically, it renders them illegible within digital and 
institutional spaces (McInnes & Airey, 2025). It achieves this in two ways: by amplifying 
testimonial injustice (by privileging knowledge sources that align with dominant discourse) and 
contributing to hermeneutical injustice (by excluding marginalised epistemologies from gen-AI 
training datasets), making it harder for those outside dominant knowledge systems to contribute 
meaningfully (Kay et al., 2024).  

Knowledge that is absent from gen-AI-mediated epistemic structures becomes socially 
and, therefore, risks becoming functionally ontologically non-existent, as gen-AI-driven systems 
increasingly define what is recognised as real. Universities have long privileged certain knowledge 
systems while marginalising others (Grande, 2004; Kincheloe, 2008). What sets gen-AI apart is 
its automation of this exclusion, making the new gen-AI-powered monoculture appear neutral and 
inevitable (McInnes & Airey, 2025). Rather than overt gatekeeping, gen-AI functions as an 
epistemic filter that normalises exclusion through its design, dictating what knowledge is valued 
and may obscure the erasure of Indigenous, local, and community-based epistemologies, 
reinforcing the longstanding patterns of colonial extraction and epistemic violence (Kay et al., 
2024). By actively encouraging their adoption, universities’ adoption of these tools may 
inadvertently perpetuate the same forms of epistemic violence and exclusion that they critique and 
seek to dismantle (Rangan, 2022), paving the way for technocratic, hegemonic, and corporate 
control over education under the guise of innovation (Tacheva & Ramasubramanian, 2023).  

At its core, the adoption of gen-AI in higher education represents a techno-solutionist 
response to the very crises that neoliberalism itself has created. Universities, having exacerbated 
academic workloads through casualisation, administrative expansion, and performance metrics, 
now turn to gen-AI as the solution to these structural dysfunctions. All the while marketing it as 
an innovation to save time and free up labour for meaningful work. Yet this so-called solution does 
not address the root causes of the crisis; rather, it reinforces the conditions that necessitate the 
adoption of gen-AI in the first place. The real danger is not simply gen-AI's presence in higher 
education but the way its adoption normalises a vision of the university that prioritises efficiency 
over ethics, optimisation over inquiry, and scalability over scholarly depth. Gen-AI, as a neoliberal 
apparatus, disciplines academics into accepting gen-AI-driven productivity as an inevitability, 



           S u r v e i l l a n c e ,  Ty r a n n y,  a n d  Te c h n o c r a t i c  C o l o n i a l i s m  

 

71 

erasing alternative possibilities for structuring education in ways that prioritise human 
engagement, relationality, and intellectual curiosity. Resisting this trajectory requires more than 
ethical frameworks for gen-AI adoption—it demands a fundamental rethinking of the neoliberal 
imperatives that shape university governance. It means challenging the assumption that gen-AI-
driven efficiency is inherently desirable and questioning whether the "productivity gains" of gen-
AI actually serve the interests of students, educators, and the broader academic community.  

Ultimately, gen-AI represents more than a pedagogical tool; it is a mirror that holds up a 
warped and distorted version of education. Knowledge is equated to learning and becomes 
extractable, repackaged, and monetised through proprietary systems, while academic labour is 
reorganised to serve the logics of scalability and control. These systems align more closely with 
capital accumulation than with scholarly inquiry, deepening structural inequities around whose 
knowledge is visible, valued, or erased. Without structural critique, universities risk outsourcing 
not just their labour but their very purpose, becoming not merely users of gen-AI but institutions 
fundamentally redefined by it. 

Conclusion 

The AI-ification of curriculum design demands a cautious and critical approach. As I have 
argued, the use of gen-AI is not simply a matter of technological advancement; it is a deeply 
political act embedded within broader neoliberal, colonial, and technocratic systems. Through a 
critical realist lens, I have sought to expose the structural mechanisms that shape how gen-AI is 
integrated into educational practice, demonstrating how this process reinforces epistemic 
hierarchies, normalises surveillance, and reconfigures academic labour. Far from being neutral 
tools, gen-AI systems carry with them the values, exclusions, and power dynamics of the 
institutions and industries that create and adopt them. 

Universities are not passive recipients of these technologies; they are active participants in 
the transformation of educational spaces into sites of algorithmic governance and market 
rationality. Gen-AI does not simply support teaching; it reshapes the very nature of what counts 
as knowledge, how that knowledge is produced, and who gets to produce it. In doing so, it risks 
automating forms of epistemic injustice, marginalising alternative ways of knowing, and 
displacing the relational, contextual, and ethical dimensions of curriculum design. These 
consequences cannot be addressed by technical fixes or policy safeguards alone. They require a 
sustained commitment to critical education that questions the foundational assumptions driving 
gen-AI adoption in the first place. 

Responding to gen-AI’s encroachment into curriculum spaces demands a form of 
pedagogical praxis that is reflexive, collective, and structurally aware. This includes embedding 
critical literacies into academic development, creating participatory governance frameworks that 
centre marginalised voices, and resisting the framing of automation as inherently desirable. It 
means reclaiming space for human judgment, care, and creativity in curriculum design, and 
treating these not as inefficiencies to be optimised but as essential qualities of education worth 
protecting. 

Gen-AI may offer moments of utility, but its unchecked integration threatens to entrench 
the very crises that it purports to resolve. If higher education is to remain a space for intellectual 
agency, justice, and democratic possibility, it must critically engage with these technologies—not 
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only by asking what they can do, but by continually interrogating what they are doing, and to 
whom. In this moment of rapid change, the choice is not simply whether to adopt gen-AI, but 
whether to do so in ways that align with the values we claim to uphold. The goal is not to dismiss 
the use of gen-AI in education but to ensure that its adoption is accompanied by a rigorous 
engagement with the values and ideologies it embodies, thus preparing educators to navigate and 
potentially reshape the gen-AI-driven higher education landscape with a sense of responsibility, 
agency, and critical insight.  
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